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Abstract

Artificial intelligence (Al) has rapidly moved from a niche computational tool to an active participant in healthcare delivery and medical education.
Its expanding role now extends beyond diagnosis to clinical trial screening platforms, decision support, physician-facing knowledge tools,
and early pilots involving supervised prescription workflow. This review examines the evolution of healthcare Al, from traditional rule-based
systems to machine learning, large language models, and multimodal Al, and explores its current applications across clinical practice, public
health, and medical education. We discuss the major promises of Al, including improved diagnostic support, earlier disease detection, reduced
administrative burden, scalable education, and augmented clinical reasoning. At the same time, we highlight important limitations and risks,
including bias, hallucinations, limited generalizability, privacy concerns, automation bias, threats to humanistic care, and challenges to academic
integrity. We further examine barriers to implementation, including technical integration, workflow disruption, regulatory uncertainty, and
workforce preparedness. While Al offers substantial opportunities to improve healthcare systems and training environments, its impact will
depend less on algorithmic capability alone and more on responsible integration, continuous oversight, and preservation of human judgment.
Future efforts should prioritize trustworthy, equitable, and human-centered approaches that position Al as a tool to augment rather than replace
clinician-patient relationship.

Keywords: Artificial intelligence; Healthcare Al; Medical education; Large language models; Clinical decision support; Human—Al collaboration;
Al implementation; Al ethics.

Introduction decision-making processes [3].
Artificial intelligence (Al) is increasingly reshaping Several factors have contributed to the recent accel-
healthcare and medical education. eration of Al adoption in healthcare. The widespread

digitization of electronic health records, advances
in cloud computing, the development of foundation
models and large language models (LLMs), and the
increasing availability of multimodal data have created

Traditional Al in healthcare has evolved from early
computer-based medical applications and rule-based
decision-support systems to more advanced machine-

learning tools used for image analysis, computer-aided an environment in which Al tools can be deployed
detection, clinical prediction, and medication-related more broadly [1]. This digital transformation was
support [1]. Initially, most healthcare Al systems were  fyrther accelerated by the COVID-19 pandemic [3]. As
designed for narrow, task-specific functions, such as a result, the healthcare systems are forced to rapidly
detecting abnormalities, supporting diagnosis, im- adopt digital technologies for clinical care, communi-
pI:OYil"lg workflow.ef'ficier.\cy, or a'ss'isting with specific cation, education, and administrative workflows [3].
clinical and administrative decisions [2]. However, In addition, commercial deployment has increased the
the field has rapidly shifted toward more complex visibility and accessibility of Al tools, bringing them

and flexible systems, including generativg Al, multi- into hospitals, clinics, universities, and even direct
modal Al, workflow-based Al, and reasoning-support patient-facing platforms [4].

systems [2]. These newer models can generate text,
summarize clinical information, integrate multiple As a result, Al roles are expanding into that of
data types, support communication, and assist with a clinical assistant, documentation tool, communi-
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cation aid, educational resource, and administrative
infrastructure [4]. In clinical practice, Al may assist
physicians by summarizing patient records, drafting
clinical notes, supporting triage, identifying high-
risk patients, and improving workflow efficiency [3].
In medical education, Al may support personalized
learning, automated feedback, case-based simulation,
question generation, and student assessment [5].

Despite the rapid growth of Al, important gaps
remain in the literature. Many studies focus on tech-
nical performance, diagnostic accuracy, and potential
efficiency gains, while less attention is given to ethical,
educational, and practical implementation challenges
[6]. Key concerns include bias and inequity caused
by underrepresented populations in training datasets,
hallucinations and misinformation from generative
Al limited transparency in black-box systems, and
unresolved issues related to privacy, patient confiden-
tiality, secondary data use, and cybersecurity [3, 6, 7].
In addition, overreliance on Al may contribute to
automation bias, deskilling, and reduced independent
clinical reasoning [8]. Al may also affect humanistic
care by weakening empathy, communication, and clini-
cian—patient relationships [9]. Further concerns include
ghost-writing, plagiarism, fabricated references, and
Al-assisted misconduct [5]. These gaps highlight the
need for a balanced review that examines both the
promises and risks of Al and proposes responsible
strategies for its integration into healthcare.

This review examines the current applications of Al
in healthcare, its emerging roles in medical education,
the major promises and pitfalls associated with its
use, the challenges of implementation, and future
directions for responsible integration. By addressing
both opportunities and limitations, this review aims
to provide a balanced perspective on how Al may
transform clinical practice and medical education
while maintaining patient safety, ethical standards,
and the central role of human judgment.

Evolution of Al in Healthcare

HISTORY OF Al IN HEALTHCARE

From expert systems to multimodal foundation models
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Figure 1: Evolution of Al in Healthcare.

Traditional AI

The first health information systems emerged in
the 1960s, marking the beginning of automated pro-
cessing of medical data [10]. During the 1970s, expert
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systems such as MYCIN demonstrated that computers
could assist physicians in diagnostic reasoning and
antimicrobial selection through predefined IF-THEN
rules and logical inference [11]. MYCIN incorporated a
consultation module for therapeutic decision support,
an explanation module that justified its reasoning
process, and a knowledge acquisition module that
enabled experts to update clinical rules without direct
programming. This architecture became a founda-
tional model for later clinical decision support systems
(CDSS) [12].

Machine learning era

Alongside the growing application of machine
learning (ML) in fields such as physics and video
games, healthcare also became an important area
of interest for industry and research [13]. ML can
generally be divided into supervised and unsuper-
vised learning [14]. Supervised learning is commonly
used for prediction and risk estimation based on
labelled input data, whereas unsupervised learning is
primarily used to identify hidden patterns or struc-
tures within medical datasets [13]. The emergence of
deep learning marked a major transition in healthcare
Al, shifting from manually engineered features for
traditional ML models toward neural networks capable
of learning directly from raw clinical data [15]. This
advancement also accelerated the development of
computer vision applications in healthcare, enabling
automated analysis of medical images and videos for
disease detection, image segmentation, and clinical
decision support across multiple specialties [16, 17].

Generative Al and LLM era

LLMs have emerged as a major development in
healthcare Al, enabling applications such as clinical
documentation, medical text summarization, question
answering, patient communication, medical education,
and clinical decision support [18]. Despite the growing
use in healthcare, LLMs remain vulnerable to halluci-
nations, inaccurate or fabricated medical information,
and biased training data. Retrieval-augmented genera-
tion (RAG) has therefore been proposed as a potential
solution, enabling models to retrieve relevant external
information before generating responses [19]. This
framework may improve factual accuracy, reliability,
and personalization in healthcare applications while
allowing more flexible integration of updated medical
knowledge.

Multimodal Al

ML methods in healthcare have traditionally fo-
cused on using data from a single modality, limiting
their ability to effectively replicate the clinical practice
of integrating multiple sources of information for
improved decision making [20]. Recently, multimodal
Al has emerged as a future direction in healthcare
by integrating heterogeneous clinical data, including
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medical imaging, laboratory results, electrocardiogram
(ECG) signals, genomics, speech, and clinical text, into
unified predictive models [21]. By combining multiple
data modalities, these systems may improve diagnostic
accuracy and support more personalized treatment
[21].

Current Applications of Al in Healthcare

Diagnostic and Interpretive Al

Diagnostic and interpretive Al refers to systems that
analyze clinical images or pathologic signals to detect
disease, classify abnormalities, and support clinical
decision-making. These tools are especially common in
radiology, pathology, cardiology, and ophthalmology,
where clinicians rely on Computed Tomography (CT),
Magnetic Resonance Imaging (MRI), mammography,
digital slides, ECGs, and retinal photographs [22-
25]. To summarize the major clinical applications of
diagnostic and interpretive Al, Table 1 compares its
use across disciplines.

Table 1: Summary of Diagnostic and Interpretive Artificial
Intelligence Applications, Benefits, and Limitations [22-27].

Clinical Area Common Applications

CT, MRI, and mammography interpretation;
detection of lung nodules, intracranial
hemorrhage, pulmonary embolism, tumors,
and suspicious breast lesions

Radiology /
Medical Imaging

Digital slide interpretation; cancer
detection; identification of tumor cells,
tissue patterns, margins, and biomarkers

Pathology

Arrhythmia detection, atrial fibrillation

Cardiology /
ECG prediction, and ECG-based risk prediction

Retinal image analysis; diabetic retinopathy

Ophthalmology and related eye disease detection

The main promise of diagnostic Al is improved
speed, scalability, triage, and sensitivity. Al can process
large volumes of images, slides, ECGs, and retinal
photographs faster than clinicians alone, which may
help identify urgent or subtle findings earlier [22-25].
However, safe implementation is limited by dataset
bias, poor external validation, shortcut learning, and
false confidence. Models may rely on scanner type, im-
age labels, acquisition patterns, or institution-specific
artifacts rather than true disease features, reducing
generalizability and increasing the risk of biased
predictions [22, 26, 27].

Clinical Decision Support Systems

CDSS provides patient-specific alerts, predictions,
and recommendations to support medical decision-
making. Al-based CDSS use electronic health record
data, including vital signs, laboratory results, medica-
tions, diagnoses, and clinical notes, to predict risk,
recommend treatments, and generate early warn-
ing alerts CDSS may help estimate risk of sepsis,
mortality, deterioration, and readmission, allowing
earlier monitoring, treatment, or escalation of care
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[28, 29]. The main promise of CDSS is earlier detection,
standardized care, reduced cognitive burden, and
personalized treatment. However, pitfalls include alert
fatigue, automation bias, black-box decision making,
and distribution shift [28, 29]. Excessive or low-value
alerts can reduce clinician attention, while unclear
Al outputs may encourage over-trust [30]. Model
reliability may also decline outside the training envi-
ronment, as shown by poor external validation of a
sepsis prediction model [29]. Therefore, CDSS should

support, not replace, clinician judgment [28-30].

Generative AI and LLMs in Clinical Practice

Table 2: Summary of Generative Al and LLMs Applications,
Benefits, and Limitations in Clinical Practice [31-36].

Application Main use and promise Limitations
Clinical Transcribes May produce
documentation:  patient-clinician omissions,
Ambient Al encounters and drafts misinterpretations,
scribes, progress structured clinical hallucinations, or
notes, discharge documentation. May incomplete

summaries,
electronic health
record (EHR)
entries

reduce documentation
burden, after-hours
charting, and
administrative burnout

summaries; requires
clinician review

Communication Simplifies medical May generate
support: Patient information and drafts  inaccurate advice,
education, patient-facing or omit safety details,
portal replies, administrative messages. misjudge health
appointment May improve patient literacy, or create
messages, refill  understanding, reduce  privacy risks
requests cognitive task load, and

support communication

workflow
Knowledge Summarizes clinical May produce
synthesis: EHR  records, literature, lab ungrounded
summarization, trends, imaging reasoning,
literature review, histories, and guideline  contextual
guideline information. May reduce omissions,
extraction information overload hallucinations, or

and improve knowledge unreliable outputs

synthesis without expert

verification

Clinical Organizes patient Evidence remains
reasoning information and mixed; may
augmentation: supports diagnostic hallucinate, produce
Differential reasoning. May reduce  incomplete
diagnosis, cognitive burden and reasoning, or
evidence help structure complex  encourage
summaries, clinical cases automation bias and
next-step false confidence
suggestions

Generative Al and LLMs are progressively reshap-

ing clinical documentation, communication support,
knowledge synthesis, and clinical reasoning work-
flows [37-40]. These models reduce clinician cognitive
fatigue and documentation workloads by drafting
ambient visit notes, structuring portal message replies,
translating patient-facing educational materials, and
compressing disjointed electronic health record histo-
ries [31, 32, 41]. However, translating this raw linguistic
capability into superior diagnostic outcomes remains
a challenge. A randomized clinical trial demonstrated
that providing physicians with an LLM did not
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significantly improve their final diagnostic reason-
ing scores over conventional resources, illustrating
that human-AlI collaboration is highly vulnerable to
automation bias and flawed workflow design [33].
Because foundation models are built on structurally
irregular electronic health record (EHR) architectures
and remain susceptible to confident hallucinations,
data omissions, and privacy risks, they must be
restricted to supervised drafting aids that require
mandatory human-in-the-loop expert review [34, 42].
Table 2 summarizes current uses of Generative Al
and LLMs in healthcare.

Al in Public Health and Health Systems

Al-driven macro-informatics optimize healthcare
infrastructure by supporting public health surveil-
lance, outbreak forecasting, and hospital resource
deployment [43-45]. In population health, ML models
continuously ingest multi-stream datasets, includ-
ing wastewater indicators, mobility matrices, climate
trends, and digital social behavior, to create predictive
"nowcasting” frameworks that flag infectious disease
hotspots prior to traditional laboratory confirmation
[46]. At the institutional level, neural networks analyze
historical electronic health records to forecast emer-
gency department surges, Intensive Care Unit bed
constraints, and supply chain disruptions, enabling
proactive instead of reactive clinical staffing [45].

While these tools offer immense potential to democ-
ratize specialist-level expertise in low- and middle-
income countries (LMICs) via automated screening
and telemedicine, their deployment remains con-
strained by algorithmic vulnerabilities [43]. Trans-
ferring models trained exclusively on high-income
populations to resource-limited environments intro-
duces systemic data inequity, causing performance
degradation due to variations in baseline disease
patterns, local hardware configurations, and cultural
determinants of health [45, 47]. Consequently, to
prevent Al from widening global health disparities,
real-world deployment requires strict data governance,
extensive local validation, and centralized public
health oversight [43, 44].

Al in Medical Education and Workforce Pre-
paredness

Al-Assisted Learning and Scalable Training

Al is increasingly being integrated into medical
education as a tool to improve learning efficiency,
accessibility, and personalization through adaptive
learning systems, automated feedback, virtual simu-
lations, and Al-assisted educational support (Table
3) [48, 49]. These applications are relevant to future
workforce preparedness, as clinicians are likely to
work in environments where Al-supported tools are
embedded into clinical and educational workflows.
Al training programs may improve learner satisfac-
tion, knowledge acquisition, self-efficacy, and selected
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behaviour-related outcomes, although most remain
introductory [50]. Al-assisted learning may therefore
support scalable training by providing individualized
pacing, rapid clarification, and access to educational
resources in settings where faculty availability or
mentorship is limited [47].

Table 3: Al-supported educational tools [48, 49, 51-53].

Al-supported Educational function Workforce
educational tool competency
supported

Adaptive learning Personalize content, Self-directed lifelong

systems pacing, and learning
remediation
Automated Identify gaps and Reflective practice

feedback and
learning analytics

guide targeted
improvement

and performance
monitoring

Safe human-Al
collaboration in
decision-making

Virtual patients
and simulation

Support case-based
learning and clinical
reasoning practice

Al-assisted
assessment

Generate items,
feedback, and grading
support

Assessment literacy
and verification of
Al outputs

Telemedicine and
Al-mediated
communication
training

Practise digital
communication and
patient interaction

Digital empathy and
patient-centred
communication

However, the educational value of Al depends on
how equitably and contextually it is implemented.
In LMICs, Al-supported simulation, tele-mentoring,
and automated feedback may help address constraints
in educational infrastructure, but their effectiveness
depends on stable internet access, locally relevant
content, faculty development, and appropriate gov-
ernance [47, 54]. Imported Al systems may embed
linguistic, cultural, and clinical assumptions derived
from dominant Western training data, which may not
fully align with local educational contexts and could
therefore reduce fairness, inclusivity, and educational
relevance [54]. Thus, Al-assisted learning should be
evaluated not only by efficiency or learner satisfaction,
but also by its contribution to equitable and context-
sensitive workforce training.

Clinical Reasoning in AI-Supported Environments

Clinical reasoning traditionally develops through
uncertainty, reflection, feedback, and repeated ex-
posure to patient complexity. Generative Al may
support this process through virtual patient scenar-
ios, differential diagnosis generation, and feedback
[51]. However, early reliance on Al-generated in-
terpretations may encourage cognitive outsourcing
and reduce opportunities for learners to develop
independent diagnostic judgment [55]. This concern
has been described as extending beyond deskilling
toward "never-skilling," where foundational reasoning
habits may fail to consolidate because Al outputs are
repeatedly encountered before learners construct their
own understanding [56]. One possible solution is a
Human-AI-Human approach [56], in which learners
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first form an initial clinical impression, then use Al to
test assumptions or identify blind spots, and finally
return to human judgment for contextual validation
and accountability.

Assessment Validity and Educational Integrity

Al is also being used in assessment through
multiple-choice question generation, clinical vignette
development, automated feedback, grading support,
and learning analytics [49]. These applications may
reduce faculty workload and support formative as-
sessment in resource-constrained settings. However,
Al-generated assessments may contain weak distrac-
tors, implausible options, convergence errors, over-
explained correct answers, and predictable answer
patterns that reduce item discrimination and assess-
ment validity [52]. Al is therefore better understood as
an assessment-support tool rather than a replacement
for expert oversight. Human review remains necessary
to evaluate factual accuracy, cognitive depth, fairness,
and alignment with learning objectives [57]. More
broadly, Al may shift assessment toward formats that
make reasoning visible, including oral justification,
supervised case analysis, reflective comparison be-
tween learner and Al outputs, and structured clinical
performance assessment.

Al Literacy and Future Workforce Readiness

Al literacy includes the ability to understand,
evaluate, apply, and ethically interact with Al systems
in professional practice [50]. Current Al education
programs may improve confidence, knowledge, and
self-efficacy, but many remain introductory and rarely
evaluate higher-level outcomes such as workplace
performance or sustained human-AlI collaboration
[50]. Future curricula may therefore need to expand
toward competencies in bias recognition, hallucination
detection, privacy protection, contextual validation,
and responsible Al use in clinical workflows.

Workforce readiness also includes communication
and relational competencies. As healthcare increas-
ingly incorporates telemedicine, patient portals, Al-
assisted documentation, and Al-mediated patient
expectations, clinicians may require training in dig-
ital empathy and webside manner [53, 58]. Patients
may also arrive with Al-generated interpretations of
symptoms or treatment options, creating a clinical
encounter in which physicians must evaluate, clarify,
and contextualize algorithmic narratives alongside the
patient’s concerns [59]. Al literacy should therefore
include epistemic literacy: the ability to judge how
Al-generated information is produced, where it may
be incomplete or misleading, and how it should be
integrated into safe and accountable care.

Al literacy must also be developed across both
learners and educators. Students may adopt Al infor-
mally for efficiency and cognitive support, whereas
faculty may approach it more cautiously because of
concerns regarding academic integrity, bias, privacy,
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and erosion of critical thinking [60]. This divide
may fragment medical education unless institutions
develop parallel Al literacy pathways, intergener-
ational mentoring, and governance structures that
align students’ digital fluency with faculty members’
clinical and ethical expertise. Future medical edu-
cation will therefore need to prepare clinicians to
use Al-supported tools critically and ethically while
preserving clinical reasoning, communication skills,
assessment integrity, and professional accountability.

Promises of Al in Healthcare

Al promises benefits across clinical care, medi-
cal education, health-system operations, and public
health, but these benefits remain highly dependent
on context, validation, infrastructure, and human
oversight. Figure 2 summarizes the major promise
domains discussed below.

Promises of Al in Healthcare
— @) —h——
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Figure 2: Overview of the evolving roles, opportunities, and
challenges of artificial intelligence in healthcare.

Expanded Access

Al has shown potential to improve healthcare access
through triage automation, workflow optimisation,
and specialist support in resource-limited settings. An
NHS-funded evaluation found a 73% reduction in GP
waiting times and a 91% rate of automated appoint-
ment allocation at a single primary care site [61], and
U.S. physician adoption of Al tools has reached 81%
— more than double the rate recorded in 2023 [62]. In
LMICs, Al-assisted TB-detection algorithms met WHO
sensitivity standards for non-specialist community
screening [63], and Al-supported colposcopy tools
have been proposed to address critical specialist
shortages in cervical cancer programmes [64]. How-
ever, sustained population-level access gains remain
dependent on infrastructure investment, workflow
integration, and locally validated models [65].



TAN TAO UNIVERSITY JOURNAL OF SCIENCE 2026, VOL 01, Issue 02

Personalized Medicine

Multimodal AI models are increasingly being used
to support individualised risk prediction, treatment
stratification, and tailored care. In oncology, multi-
modal models now outperform single-modality ap-
proaches in prognostic discrimination, demonstrating
the potential for individualised risk stratification and
treatment tailoring [66]. In cardiovascular medicine,
deep learning ECG models have achieved cardiologist-
level arrhythmia detection [67], and population-scale
Al-based atrial fibrillation screening has been demon-
strated via wearables [68]. Nevertheless, important
evidence gaps remain, including limited outcome-level
randomised trials demonstrating improved survival
or quality of life, and persistent underdiagnosis in un-
derrepresented populations when models are trained
on non-representative datasets [69, 70].

Earlier Diagnosis

Al has demonstrated its most consistent diagnostic
gains in standardised imaging and classification tasks.
Al-based early warning systems can detect clinical
deterioration sooner than traditional scoring methods,
but real-world performance remains variable and
false positives remain a challenge [29]. By contrast,
radiology has demonstrated more consistent gains: Al-
enabled worklist prioritisation reduces time-to-clinical-
recognition of acute findings, including a 96% reduc-
tion in time-to-diagnosis for intracranial haemorrhage
[71] and independent validation for acute neurological
triage [72]. This distinction is important: radiology
evidence often reflects faster recognition of existing
pathology rather than earlier disease detection in the
biological course. Current evidence therefore supports
Al's role in prioritising high-risk cases identifiable
from standardised inputs, whereas real-time bedside
prediction remains dependent on dynamic data, work-
flow integration, and clinician interpretation.

Reduced Administrative Burden

Reduction of administrative burden is among the
most consistently demonstrated benefits of healthcare
Al Clerical overload has been identified as a primary
structural driver of physician burnout across special-
ities [73]. Ambient Al scribes reduced burnout by
13.9% across 263 clinicians in six health systems [74];
a 21.2% absolute reduction in burnout at Mass General
Brigham and a 30.7% improvement in documentation-
related wellbeing at Emory Healthcare were observed
across 1,430 clinicians [75]; and EHR time fell by 13-16
minutes per eight patient hours across 8,581 clinicians
at five academic centres [41]. Beyond scribing, Al-
powered inbox management resolved 1.5 million of 4.7
million patient messages without physician involve-
ment at Kaiser Permanente [42]. These improvements
matter not only as efficiency gains but also as potential
responses to clinician dissatisfaction and workforce
attrition. However, efficiency gains may also reshape
workforce distribution, underscoring the need for
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deliberate transition planning for administrative staff
[76].

Educational Scalability

Al may expand the scalability of medical educa-
tion through personalised feedback, documentation
support, simulation, and differential-diagnosis scaf-
folding. Large language models have been shown
to improve the completeness of differential diagno-
sis generation in clinician-oriented case evaluations
[77, 78], and controlled studies demonstrate gains in
documentation quality and clinical reasoning support
when LLMs are used as structured learning aids
[79]. These tools may be particularly valuable where
faculty time, simulation resources, and specialist men-
torship are limited. However, excessive reliance on Al-
generated reasoning may weaken learners’ tolerance
for uncertainty and independent clinical judgment,
especially if Al is used before learners attempt their
own reasoning [56, 80].

Augmented Clinical Reasoning

Al augments clinical reasoning by improving in-
formation synthesis and completeness of differential
diagnosis. LLMs perform at or above the USMLE
passing threshold in structured scenarios [81, 82]
and improve differential diagnosis completeness as
an aid to clinicians in challenging real-world case
evaluations [77-79]. However, benchmark performance
in structured, text-based scenarios does not reliably
transfer to real-world clinical contexts, where inputs
are multimodal, temporally evolving, and embedded
in socio-clinical complexity. Automation bias — the
tendency to defer to Al outputs even when they
conflict with clinical judgment — remains a recognised
patient safety hazard across healthcare settings [83].
Current evidence therefore supports a collaborative
augmentation model in which AI improves infor-
mation synthesis while clinicians retain contextual
interpretation and final decision-making authority.

Global Governance, Equity, and Public Health
Preparedness

The global impact of healthcare Al will depend
not only on technical performance but also on gov-
ernance, equity, and data representation. Regulatory
approaches differ substantially: the FDA has estab-
lished adaptive pathways for AI/ML medical software
[97], while the EU Al Act imposes mandatory confor-
mity assessments for high-risk healthcare applications
[114]. Equity considerations remain central because
current Al development and evidence generation are
concentrated in the USA and China, raising concerns
about fairness and applicability in underrepresented
populations [84]. At the public health level, Al-assisted
genomic surveillance accelerated COVID-19 variant
identification [115], and Natural Language Processing
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Table 4: Major risk domains in healthcare Al: core mechanisms and potential consequences.

Risk domain

Core mechanism

Potential consequence

Bias and inequity
[27, 69, 84-87]

Validity and post-deployment safety

[29, 88, 89]

Hallucination and misinformation
[90-92]

Opacity and accountability
[93-96]

Privacy and cybersecurity
[97-100]

Automation bias and deskilling
[95, 101, 102]

Relational care
[103-106]

Biased labels, proxy outcomes, subgroup underrepresentation,
aggregate-only reporting, and latent demographic encoding

Dataset shift, limited external validation, local workflow
differences, and performance drift after deployment

Fluent but unsupported, fabricated, incomplete,
or clinically misleading generative outputs

Limited interpretability, weak documentation, unclear intended
use, and uncertain responsibility for Al-influenced decisions

Secondary data use, imperfect de-identification, vendor access,
online tracking, and cyber vulnerabilities

Miscalibrated trust, cognitive offloading,
and repeated dependence on Al assistance

Substitution of automated communication
for contextual, patient-centred interaction

Unequal diagnosis, triage, risk stratification,
resource allocation, or subgroup-level performance

False reassurance, excessive alerts,
missed cases, or unsafe local deployment

Misleading recommendations, inaccurate summaries,
documentation errors, or fabricated references

Reduced contestability, impaired trust, and
unresolved oversight or liability questions

Confidentiality breach, loss of consent legitimacy,
regulatory exposure, or erosion of public trust

Propagation of erroneous recommendations or
reduced unaided clinical performance

Reduced patient agency, inequitable communication quality,
readability barriers, or weakened therapeutic relationships

Table 5: Major implementation challenges affecting the integration of artificial intelligence into routine clinical practice

[4, 6,9, 107-113].

Domain

Key implementation challenges

Potential consequences

Technical integration

Data security and privacy

Infrastructure and maintenance

Clinical validation

Real-world implementation

Human factors and usability
Regulatory uncertainty

Workforce preparedness

Heterogeneous EHR architectures, inconsistent coding standards,
fragmented datasets, workflow mismatch, and limited
interoperability across institutions

Increased risks of unauthorized access, data leakage, and
regulatory non-compliance during automated data exchange
and multi-center integration

Lack of sociotechnical infrastructure, feedback loops,
post-deployment monitoring, data provenance systems,
and continuous recalibration mechanisms

Heavy reliance on retrospective studies, single-center datasets,
limited demographic reporting, and insufficient external validation

Controlled experimental settings may not reflect routine
clinical complexity, evolving workflows, or variable
institutional resources

Limited clinician trust, insufficient explainability,
poor usability, workflow disruption, and alert fatigue

Unclear liability, accountability, post-market surveillance,
and inadequate approval pathways for adaptive Al systems

Limited Al literacy, insufficient faculty training, lack of
Al curricula, and inadequate continuing medical education

Reduced model transferability, interoperability failure,
workflow disruption, and unreliable cross-site deployment

Privacy breaches, compromised patient confidentiality,
and reduced institutional trust

Model degradation, reduced scalability,
poor sustainability, and unsafe long-term implementation

Poor generalizability, subgroup uncertainty,
and reduced reliability in diverse populations

Performance decline after deployment, unintended
consequences, and inconsistent clinical effectiveness

Low adoption, increased cognitive burden,
reduced efficiency, and clinician resistance

Legal ambiguity, weak oversight, and
difficulty ensuring long-term safety

Reduced implementation readiness and
unsafe or inconsistent Al use

(NLP)-based outbreak detection systems have demon-
strated early-signal value from HealthMap’s founda-
tion work through more recent Al-driven advances
[116, 117]. These issues highlight the importance
of locally validated, equitable, and accountable Al
implementation frameworks, particularly in LMIC
settings where data gaps and infrastructure constraints
may determine whether AI reduces or widens health
inequities [54, 118, 119].

Pitfalls and Risks

Although AI may improve diagnostic accuracy,
access to care, administrative efficiency, and scalable
medical education, its risks emerge from the interac-
tion between data, algorithms, clinicians, patients, and
healthcare systems. Table 4 summarizes the major risk
domains examined in the sections that follow.

Implementation Challenges

Despite the transformative potential of Al in health-
care, translating experimental success into routine
clinical practice remains challenging. Beyond algorith-
mic performance, effective implementation requires
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integration into healthcare systems, rigorous valida-
tion, clinician acceptance, regulatory oversight, and
workforce readiness, contributing to a persistent gap
between AI promise and real-world clinical impact
[6]. These challenges are summarized in Table 5.

Conclusion

Al is already reshaping how clinicians learn, make
decisions, communicate, and deliver care. However,
this review suggests that the main challenge is not
whether Al can perform complex tasks, but how it can
be integrated responsibly into healthcare systems built
on trust, safety, and clinical judgment. Although Al
may improve diagnostic accuracy, efficiency, access to
care, and scalability of medical education, its benefits
remain dependent on transparent governance, con-
tinuous validation, fairness, and appropriate human
oversight.

Future progress will likely depend not only on
stronger Al models, but also on workforce prepared-
ness and human-centered implementation. Medical
education may increasingly need to emphasize Al
literacy, ethical reasoning, digital empathy, and hu-
man-Al collaboration so that clinicians can critically
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evaluate Al outputs while preserving independent
clinical reasoning and accountability. At the same
time, multimodal Al integrating imaging, laboratory
data, ECG, genomics, speech, and clinical text may
further support personalized and context-aware care.
Ultimately, Al should augment rather than replace
clinicians, while maintaining empathy, communica-
tion, patient trust, and equitable access to healthcare.
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